Importing my root certificate
You must be running with Administrative privileges to complete this. This example was created with
Windows 7.

1. Copy all the text lines from “-----BEGIN CERTIFICATE-----" to “-----END CERTIFICATE-----" below to
your clipboard:

MIIDNjCCAiKgAwIBAgIQcHtUVFdfB7JC6dteSxJImKDAJBgUrDgMCHQUAMCQxIjAg
BgNVBAMTGURBZGXxIci50ZXQgUm9vdCBBdXRob3JpdHkwIBcNMTIWMJESMTk10DA1
WhgPMjExMjAyMTkxOTU4MDRaMCQxIjAgBgNVBAMTGURBZGxIci50ZXQgUm9vdCBB
dXRob3JpdHkwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAwWggEKA0IBAQCKGZz71PsgB
95R4Npi4Ad+EgfbTMBp3k4Zg03TTPCcgmpTZILZ0byx67hrdWup8NbYw5GrybPbk
BiyCedR5ljwilr81Mv53EBh9B8wOc)fUMsz6hhgrHgb9Phnlz5sxIjSmAAwriOf8)puwko8
5ISUEBbWhM6IM8N29KBU77axAybwWVV/XI6KyQiUh55TIm7RPrDdaO005C0FogmN
fkNkgDBbrVhVbelUg488mOP+DC4Xtvju9PyPkZt72rwLYkZ1dgkAMHolKfbprZIl
DWSL33FpjR2AVA==

2. Go to a CMD prompt or the Run dialog and execute: notepad
“%USERPROFILE%\desktop\root.cer”. You'll see a dialog something like this:

Cannot find the ChUsers\dennistdesktoproot.cer file,

!.\'

Do you want to create a new file?




Click Yes. If you do not see the dialog, close Notepad and try it again with some name other than
root.cer (but do not change the .cer extension).

When Notepad opens, paste the text you copied in Step 1 into the document. Close Notepad
after you save the document. You should now see root.cer on your desktop.

PATH 1: Import using the Certificate Import Wizard. Go to Path #2 : Step 14 to import via the
command line. Path #2 is highly recommended if you are comfortable with command line
work!

Double-click root.cer; you should see the following:

General | Details | Certification Path |

@ﬂ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: DAdler.Met Root Autharity

Issued by: DAdler.Met Root Autharity

Valid from 2/ 13/ 2012 to 2/ 1%/ 2112

[lnsmll Certificate.. ] Issuer Statement

If what you see matches the dialog in Step 13 below instead of the image above, you have
already installed this root certificate and can click OK. Otherwise, if you see this dialog, click on
the Details tab. Scroll down until you see the Thumbprint field.



Details | Certification Path

Show: [::AJI:» v]

Field Value

[=]valid to Friday, February 19, 2112 12:...
[=|subject Dadler.Net Root Authority

=] Public key RSA (2048 Bits)

@Auiﬁurit{f Key Identifier KeyIlD=ed d5 ca a9 9f ff 7e 42...
Elasic Constraints Subject Type=CA, Path Lengt...
DThumbprint algorithm shal

[= Thumbprint 55 5b 6562 83 1c 5441 e594...

55 5b 65 62 83 1o 54 41 =5 94 31 =4 1e 3o
7f e db 26 06 Z1

Edit Properties. .. [ Copy to File. .. ]

Learn more about certificate details

If the Thumbprint does not match the one listed above, DO NOT PROCEED - you have the wrong
certificate or did not paste in all the lines — start over (if it fails again something is very wrong
and you should NOT install this certificate)! Otherwise return to the General tab and click on
Install Certificate...




This brings up the Certificate Import Wizard:

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

<Back || MNext> | l Cancel

Click Next>



This brings up the Certificate Store selection page:

-
Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate!

() Place all certificates in the following stare

Certificate store;

Browse, ..

Learn more about certificate stores

<Back | MNext> | [ cancel

We want to “Place all certificate in the following store”, so click that radio button and the

Browse button will become active. Click the Browse button to bring up the Select Certificate
Store dialog.



8. We want to select a physical store, so click on that checkbox:

Select the certificate store you want to use,

i

----- 7| Trusted Root Certification Authorities
i-{ | Enterprise Trust
4| Intermediate Certification Authorities

i 7| Trusted Publishers
£ Lintroeted Cartificates
1]

[7] show physical stores

Select the certificate store you want to use,

-7 Untrusted Certificates -
:| Third-Party Root Certification Authorities
-] Trusted People

#-{ 7] Other People

"] Smart Card Trusted Roots

1| m

[¥|Show physical stores!

Scroll up until you see Trusted Root Certification Authorities, click on the “+” to expand that
folder, and select the Local Computer folder:



Select the certificate store you want to use,

#-{ "] Personal
=+{ ] Trusted Root Certification Authorities

.. | Registry

Sl Local Computer
il | Smart Card

III_=I Friternrize Triet
1 | m

Show physical stores

Now click on OK.

9. We're back to the Certificate Store page, but now the certificate store should show: Trusted
Root Certification Authorities\Local Computer:

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificate store:
Trusted Root Certification AutharitiesLocal Cormputer E Browse... ;

Learn more about certificate stores

<Back | Next> | | cancel

Click Next> to continue.



10. This takes us to the final page of the Certificate Import Wizard:

Certificate Import Wizard

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User RV Ei=s s 8= gijile

Content Certificate

<gack | Finsh | | cancel

Click Finish.

11. If you see a security warning dialog, click on the button that confirms you really want to install
this certificate. You'll know you’ve succeeded when you see:

Certificate Import Wizard “

The import was successful,

Click OK. You’re done.

12. You'll be back at the original Certificate properties page; it will still say the CA Root Certificate is
not trusted (see Step 4). Click OK.



13.

14.

15.

Repeat Step 4; what you should see this time is:

General |De13ils I Certification Paﬂ'1|

ﬂ Certificate Information

This certificate is intended for the following purpose(s):

» All issuance polices
» All application policies

Issued to: DAdler.Met Root Authority

Issued by: DAdler.Met Root Authority

valid from 2/ 19/ 2012 to 2/ 19/ 2112

Install Certificate...| | Issuer Statement

This confirms that the root certificate has been properly installed.

Path #2: IMPORTING VIA THE COMMAND LINE
Open an Administrative CMD prompt (that is, find the command prompt icon, right click and

choose Run As Administrator)
To import the root certificate you imported in text form in Step 3, run this command from your
Administrative CMD prompt:

certutil -addstore -v root “%USERPROFILE%\desktop\root.cer”
You should see output along these lines from certutil:
root

Signature matches Public Key
Certificate "CN=DAdler.Net Root Authority" added to store.



CertUtil: -addstore command completed successfully.

16. Follow instructions for Step 13 to verify the installation is completed.



